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Recommendations For:
Social Media Usage and Maintaining Privacy, Confidentiality and Professionalism

Introduction
Student nurses have a responsibility to understand the benefits and consequences of participating in social media; NSNA

recommendations encompass personal and professional social media use. Healthcare organizations and Universities
that utilize electronic and social media typically have policies in place to govern employee or student use of such media



Privacy and Confidentiality

Elected/appointed officials or others in leadership positions in NSNA constituent school chapters and state associations
at all times should maintain strict adherence to standards of professionalism. Student nurses all carry the responsibility
of adhering to privacy and confidentiality standards and should be familiar with the Health Insurance Portability and
Accountability Act (HIPAA), including, but not limited to, the HIPAA Privacy Rule (45 CFR Part 160 and Subparts A and E
of Part 164). HIPAA regulations protect patient privacy by establishing how individually identifiable information may be
used, including any information relating to the physical or mental health of an individual, or any information that may be
used to identify an individual.

Student nurses have a responsibility to promptly report an identified breach of confidentiality or privacy to a school
authority—including, but not limited to, an instructor, staff person, or dean.

Examples of Confidentiality/Privacy Breach

Inadvertently or intentionally breaching patient confidentiality/privacy can occur through a variety of situations and
circumstances. Student nurses and nurses breach confidentiality or privacy by posting information through social media
tools, such as: commenting on someone else’s post that displays any information that may identify a patient; referring
to patients or their care; or posting videos or photos of patients or anything that may identify a patient.

The following scenarios are case examples excerpted with permission from the August 2011 white paper, ! bazliaS0a
Guide to the Use of Social Media by the National Council of State Boards of Nursing. These are based on reported events
to Boards of Nursing, and depict inappropriate usage of electronic and social media. The outcomes varied from
jurisdiction to jurisdiction.

Scenario 1

Bob, a licensed practical/vocational (LPN/VN) nurse with 20 years of experience used his cell phone to take pictures of a
resident in the group home where he worked. Prior to taking the photo, Bob asked the resident’s brother if it was okay
for him to take the photo. The brother agreed. The resident was unable to give consent due to her mental and physical
condition. That evening, Bob saw a former employee of the group home at a local bar and showed him the photo, as
well as discussed the resident’s current condition. The administrator of the group home learned of Bob’s actions and
terminated his employment; the matter was also reported to the Board of Nursing. Bod told the Board of Nursing that
he thought his behavior was acceptable, because he has consent from the resident’s brother prior to taking the photo.
He also thought it was acceptable to discuss the resident’s condition with the former employee because that person is
now employed at another facility within the same company, and has previously worked with this resident. The nurse
acknowledged that he had no legitimate purpose for taking or showing the photo, or for discussing the resident’s



Scenario 2

A Board of Nursing received a complaint that a nurse had blogged on a local newspaper’s online chat room. The
complaint notes that the nurse bragged about taking care of her “little handicapper,” and because they lived in a small
town, the complainant could actually identify the nurse and the client. The complainant stated that the nurse violated
“privacy laws” of the child and his family. It was also discovered that there appeared to be a debate between the
complainant and the nurse on the blog over local issues. These debates and disagreements resulted in the other blogger
filing a complaint against the nurse.

A check of the newspaper website confirmed that the nurse appeared to write affectionately about the handicapped
child to whom she provided care. In addition to making notes about her “little handicapper,” there were also comments
about a wheelchair and about the child’s age. The comments were not meant to be offensive, but did provide personal
information about the client. There was no specific identifying information about the client on the blog, but if you knew
the nurse, the client, or the client’s family, it would be possible to identify who was being discussed.

The board investigator contacted the nurse about the issue. The nurse admitted that she is a frequent blogger on the
site; she explained that she does not have a television and blogging is what she does for entertainment. The investigator
discussed that as a nurse, she must be careful not to provide any information about her home care patients in a public
forum.

The Board of Nursing could have taken disciplinary action for the nurse failing to maintain confidentiality when posting
on blogs, discussion boards, etc. The site used by the nurse was not specifically associated with her, like a personal blog;
nonetheless the nurse posted sufficient information to identify herself and the client.

Scenario 3

Nursing students at a local college had organized a group on Facebook that allowed the student nurses’ association to
post announcements and where students could frequently blog, sharing day to day tips and arranging study groups. A
student-related clinical error occurred in a local facility and the student was dismissed from clinical that day, pending an
evaluation of the error. That evening, the students in the program blogged and posted about the error, perceived
fairness and unfairness of the discipline, and began to speculate on the student’s future. The clinical error was
described, and since the college only used two facilities for clinical experiences, it was easy to discern where the error
took place. The page and blog could be accessed by friends of the student, as well as by the general public.

The students in this scenario could face possible expulsion and discipline. These pages can be accessed by the public,
and patients identified because this is a small community. It is a myth that the information can only be accessed by a
small group; once data is posted online, it is forever embedded into that server and can be retrieved. Someone could
also have taken a screenshot of the situation and posted it on a public site. This is a violation of employee/university
policies.






0 Example: A school president creates a public Facebook page that followers can “like” to maintain
professional networking and communications with the school chapter Board.

o0 Alternate example: After thoroughly reviewing the privacy setting options, a student chooses a
customized setting so that anyone in their “Restricted” group may only view their profile photo and
contact information. When a new professional contact requests friendship, the student adds the new
contact to their “Restricted” group and accepts the request. If the student would like to post a
healthcare related article, she/he may change the settings for that particular post so that all friends can
view it.

Student nurses should not share, post, or otherwise disseminate any information, that can identify a patient, or

in any way violate a patient’s rights or privacy. Limiting access through privacy setting is not sufficient to ensure
privacy of patients.

Student nurses should never refer to



0 Possible solution: Create a LinkedIn account (if one has not already been created). Respond to the i
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